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Abstract—Most brand logo datasets are static, manually
labeled, and solely rely on the trust in the dataset creator. We
leverage Brand Indicators for Message Identification (BIMI)
to build a dynamic, automatically generated logo dataset with
trust anchored in Certificate Authorities (CAs). The BIMI
DNS TXT records, in which the domain owners publish logos
with Mark Certificates (MCs), link brand logos to domain
names, streamlining the collection and the verification of the
mapping while potentially enhancing logo-based phishing
detection methods. Using global-scale DNS measurements,
we collect BIMI records, retrieve and deduplicate logos,
and validate Mark Certificates to obtain the mapping of
1,680 brands, 1,811 logos, and 2,821 domain names. Our
dataset, available at https://github.com/josef0x/LogoTrust,
demonstrates the BIMI potential as a reliable means for con-
structing logo datasets and potentially provides a valuable
resource for applications such as phishing detection.

Index Terms—Logo Dataset, Brand Indicators for Message
Identification (BIMI), Phishing

1. Introduction

Phishing is a widespread cyber threat that involves
tricking users into revealing sensitive information such
as login credentials or financial details, by impersonating
trusted entities. Attackers achieve this deception through
various means, including emails, fake websites, and social
engineering tactics. A key component of phishing schemes
is visual impersonation in which fraudulent websites and
messages mimic legitimate organizations to appear trust-
worthy. The crucial aspect of this impersonation is the use
of brand logos [1] —companies and organizations heavily
rely on visual elements in their communication with logos
being among the most recognizable and widely used.
Logos serve as concise identifiers that instantly convey
the brand identity and authenticity. Cybercriminals exploit
this trust by integrating brand logos in phishing emails and
web pages, making fraudulent content appear legitimate.
Based on this observation, anti-phishing solutions increas-
ingly focus on logo detection, since logos are frequently
exploited in phishing campaigns to impersonate targeted
brands [2]–[5].

However, detecting a logo alone may not be suffi-
cient to determine whether a webpage or an email is
malicious or not. To assess a potential phishing attempt
accurately, researchers often combine logo recognition
with additional verification methods such as analyzing the

domain name hosting the webpage (e.g., Phishpedia [4]).
Since legitimate brands typically use well-established do-
mains, whereas phishing sites often leverage compromised
websites, newly registered domains, or free subdomain
providers [6], domain name verification serves as a critical
additional layer of defense in phishing detection.

In recent years, logo datasets have become in-
creasingly popular, as they serve as essential resources
for building and evaluating logo recognition solutions
[7]–[12]. Brand Indicators for Message Identification
(BIMI) [13], currently an active Internet draft, specifies
how domain owners can publish their logos along with
evidence documents that serve as the proof of ownership,
enabling email receivers to verify the authenticity of the
brand. By associating brand logos with domain names,
BIMI helps prevent phishing attacks by ensuring that only
legitimate emails from trusted brands display their logos.
It aims to enhance trust in email communication and
reduce the effectiveness of visual impersonation attempts.

This paper is the first to explore the potential of BIMI
as a reliable means for constructing a logo image dataset
and examines the advantages and limitations of this ap-
proach. Through global-scale DNS active measurements,
we collect BIMI TXT records from our extensive domain
dataset, retrieve and deduplicate logos, and validate Mark
Certificates to create a mapping that can be applied in
various contexts, including phishing detection. Our final
dataset comprises 1,680 brands, 1,811 logos, and 2,821
corresponding domain names, and is available to the com-
munity at https://github.com/josef0x/LogoTrust.

2. Related Work

In practical scenarios, logos appear in unconstrained,
real-world images at various scales, or orientations. This
variability has spurred extensive research into constructing
and evaluating logo datasets for advanced recognition
algorithms. Early efforts, such as BelgaLogos [7], were
developed to assess logo retrieval from real-world images.
BelgaLogos comprises 10,000 manually annotated images
featuring 26 logos, laying the groundwork for subsequent
studies. FlickrLogos-32 [8] expanded this scope to 32
logos and brands, albeit with a lower total image count.
Although these early datasets offered high-quality annota-
tions, their limitations in scale and brand diversity became
apparent with the rise of deep learning methods [9].

To overcome these challenges, later work leveraged
automated data collection techniques. For instance, Logo-
NET [9] gathered data by crawling online retail platforms,
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TABLE 1: A comparison between existing logo datasets.

Dataset # of logos # of brands # of annotated images Release Year Dynamic Publicly Available
BelgaLogos 26 24 10,000 2009 ✗ ✓
FlickrLogos-32 32 32 8,240 2011 ✗ upon request
Logo-NET (logos-160) 160 100 73,414 2015 ✗ ✗
WebLogo-2M 194 194 1,867,177 2017 ✗ ✗
Logo-2K+ 2,341 2,341 167,140 2019 ✗ ✓
LogoDet-3K 3,000 2,864 158,652 2020 ✗ ✓
Our method 1,811 1,680 N/A 2025 ✓ ✓

resulting in two variants: i) logos-18 for small-scale appli-
cations and ii) logos-160 for larger-scale studies, with the
latter offering nearly nine times more annotated images
than FlickrLogos-32. WebLogo-2M [10] further pushed
the boundaries by amassing nearly 2 million images across
194 brands. Additional datasets, such as Logo-2K+ [11]
and LogoDet-3K [12], also contributed to increasing the
diversity and volume of available logo data (see Table 1).

Unlike traditional logo datasets gathered via web
scraping or manual annotation, our approach leverages
BIMI to build a verifiable, high-integrity logo dataset with
a novel perspective on dataset creation. The focus is on
robust and reliable data, and with the growing deployment
of BIMI [14], the coverage is continuously expanding.
The next section provides essential background on BIMI,
detailing its operation and role in our approach.

3. Background on BIMI

Introduced in 2021, Brand Indicators for Message
Identification (BIMI) [13] leverages the Domain-based
Message Authentication, Reporting, and Conformance
(DMARC) [15] framework to help recipients verify the
authenticity of senders by displaying a visual indicator
(i.e., a logo) in supported email clients—provided that
strict authentication requirements are met.

BIMI operates along the following key axes:

• Authentication Prerequisite: BIMI requires strict
DMARC enforcement (i.e., a policy set to
p=quarantine or p=reject) [15], ensuring that
only authenticated emails qualify for logo display.

• Logo Validation: Domain owners must submit
their logo to a Mark Verifying Authority (MVA)
to obtain a Mark Certificate (MC). This digital
certificate cryptographically binds the logo to the
domain, preventing unauthorized use.

• DNS Configuration: A BIMI assertion is pub-
lished as a TXT record containing URLs that point
to both the logo image and the MC, enabling
email clients to retrieve and display the logo with
authenticated messages.

For a given domain—for example, exa.com—a query
for its default BIMI DNS TXT record (typically located at
default._bimi.exa.com) returns the data structured as
shown in Figure 1. In this record, the v tag specifies the
BIMI version (e.g., BIMI1), the l tag indicates the URL
of the logo image, and the a tag provides the URL of
the Mark Certificate that confirms the logo authenticity.
This output supplies email clients with the necessary
information to display a verified brand logo alongside
authenticated messages.

"v=BIMI1; l=https://exa.com/logo.svg;
a=https://exa.com/document.pem"

Figure 1: Format of the BIMI assertion record.

3.1. Logos

To ensure a proper display across various email clients,
the logos used for BIMI must comply with specific re-
quirements. These requirements, as detailed in the draft
RFC [13], include:

• Format. The logo must be in SVG (Scalable
Vector Graphics) format, specifically SVG Tiny
Portable/Secure (SVG P/S).

• Dimensions. It should have a square aspect ratio,
i.e., equal width and height.

• Size. The SVG file must not exceed 32 KB in size.
• Background. A solid color background is re-

quired, as transparent backgrounds may not render
consistently across all email clients.

• Centering. The logo should be centered within the
SVG file to ensure consistent display.

Additionally, the draft mandates the use of HTTPS for
transport.

3.2. Mark Certificate (MC)

A Mark Certificate (MC) issued by a trusted Mark
Verifying Authority (MVA) asserts a cryptographically
verifiable and auditable binding between an identity, a
logo, and a domain [16]. There are two types of MCs:
Verified Mark Certificates (VMCs) and Common Mark
Certificates (CMCs), both of which are published in CT
logs [17].

VMCs are for entities formally holding Registered
Trademarks with government intellectual property of-
fices or possessing official Government Marks, whereas
CMCs extend to a broader range of brand identifiers
including Prior Use Marks and Modified Registered
Trademarks. A Prior Use Mark refers to a brand name,
logo, or other identifying symbol that has been consis-
tently used in commerce to identify and distinguish the
goods or services of a particular party before it was
formally registered as a trademark by that party or an-
other entity. A Modified Registered Trademark refers
to a registered trademark that has undergone some form
of alteration or variation from its originally registered
form (minor stylistic changes or more substantial alter-
ations of the logo, design, or even the wording of the
mark). VMCs can be distinguished from CMCs based



on the Mark Type in the certificate (field with OID
1.3.6.1.4.1.53087.1.13).

CMCs allow organizations with non-trademarked lo-
gos to obtain certificates if they can demonstrate at least
12 months of consistent logo usage. However, some email
providers, such as Gmail, display a checkmark as an
indicator of authenticity solely for VMCs while CMCs
show the logo only [18].

4. Methodology

In this work, we focus on collecting the content
of BIMI TXT assertion records, validating the Mark
Certificates (MCs), and—when certificates are properly
configured—analyzing the mapping between the brand
names, their logos, and the associated domain names. Un-
like prior work [19], we do not study BIMI deployments
nor assess its misconfigurations.

4.1. Dataset Construction

We first compile a comprehensive list of domain
names from multiple data sources. Specifically, we aggre-
gate domain names from: i) the generic Top-Level Domain
(gTLD) zone files provided by the ICANN Centralized
Zone Data Service (CZDS) [20], ii) passive DNS data
from SIE Europe [21], iii) Google certificate transparency
logs [22], and iv) the Tranco 5M list [23] [24] generated
on January 22, 2025. We then refine this dataset by
using the Mozilla public suffix list [25] to extract only
organizational domain names. This process results in a
list of 513 million unique domain names (not all of which
may be actively registered).

4.2. Measurements

Our measurement methodology focuses on map-
ping the domain names to their associated BIMI
records. For each domain in our dataset, we query
the BIMI TXT record using the default selector (i.e.,
default._bimi.<domain>). This record (if exists) con-
tains the key information for the BIMI-based logo verifi-
cation: the URL of the logo image and the URL of the
Mark Certificate (MC) that validates the logo.

We adopt an approach similar to that used in previous
work [19], extending its scope from the Tranco 1M list
and a sample of potentially malicious domains to a com-
prehensive global scan of the domain name population.
Our measurements are performed using zdns [26], which
enables efficient querying of the BIMI TXT records across
our large domain dataset.

Finally, for each BIMI record, we download the MC
from the URL specified in the a tag and retrieve the
corresponding logo from the URL provided in the l tag.

4.3. MC Validation

Unlike previous work [19], we validate certificates and
discard misconfigured ones. Without proper verification,
an adversary could register a domain and embed a brand
logo within the BIMI assertion record, enabling imper-
sonation. Our manual analysis has revealed such behavior

in cases involving Apple, Microsoft, Meta and PayPal
for which domains advertise logos without a valid legit-
imate certificate (see Figure 5 in Appendix). The robust
certificate verification is therefore essential to protect the
integrity of the final logo dataset.

To validate mark certificates, we implement the essen-
tial checks outlined in the draft RFC on VMC fetch and
validation [27]. We consider a certificate valid if and only
if it meets the following conditions:

• Certificate Authenticity: Verify the signatures
and ensure that the end-entity certificate issuance
chain leads to a BIMI root CA. Confirm that the
root CA is included in the trusted BIMI roots, as
defined by the path validation process in Section
6.1 of RFC5280 [28]. At the time of writing, only
DigiCert, Entrust, and GlobalSign are authorized
to issue MCs [29].

• Chain Validity: Check the validity of all certifi-
cates in the chain using the procedures outlined in
Section 4.1.2.5 of RFC5280 [28].

• CT Logging Proof: Validate the presence of
at least one Signed Certificate Timestamp (SCT)
within the X.509 certificate.

• MC Verification: Confirm that the end-entity
certificate is a Mark Certificate by ensuring
that the Extended-Key-Usage extension in-
cludes the identifier id-kp-BrandIndicator-
forMessageIdentification.

• Domain Verification: Verify that the domain
name for which the BIMI TXT record was pub-
lished is consistent with the domain names listed
in the certificate Subject Alternative Name (SAN)
field.

• Logo Consistency: Check for the presence of the
logotype extension and compare the logo specified
in the l tag of the BIMI record with the logo
embedded in the certificate.

4.4. Data Aggregation

In the final step, we aggregate organization names
from the common names in the validated MCs and com-
pile all associated domain names. For each organization,
we deduplicate logos by computing the SHA256 hash of
each SVG file and retaining those with distinct hashes.
Figure 3a in Appendix shows an example of a cluster
made of duplicated images corresponding to the BIMI
records of babycare.de and baby-care.de.

We also explored an alternative approach for near-
duplicate identification using Perceptual Hashing (pHash),
where the similarity between a pair of images is quantified
by the Hamming distance between their corresponding
hashes —smaller distances indicate greater visual similar-
ity. This approach can potentially cluster logos that, while
not identical, share significant visual characteristics. Fig-
ure 3b in Appendix illustrates the extent to which similar
logos are grouped despite differences in color. However,
due to the introduction of false positives (as shown in
Figure 4 in Appendix) and our emphasis on reliability,
we ultimately opted to use only SHA256 hashing for
deduplication.
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Figure 2: Number of unique domain names and logos per common name

5. Results

Upon completion of our measurements, we collected
a total of 55,650 logos each corresponding to exactly
one domain name publishing a BIMI TXT record, and
5,430 certificates. We began by removing duplicate cer-
tificates, which accounted for 1,771. Among the remain-
ing 3,659 certificates, only 2,821 met the criteria for
valid MCs as described in Section 4.3. Looking at the
subject:markType field reveals that 95.4% of the valid
certificates were VMCs with 2682 Registered Marks and
9 Governement Marks while CMCs only represent 4.6%
with 118 Prior Use Marks and 12 Modified Registered
Marks. Our logo deduplication approach yielded 42,845
clusters indicating that approximately 23% of the collected
logo images were redundant.

Figure 2 shows the distribution of domain names and
BIMI logos for the 30 leading common names, sorted by
domain name count. The majority of brands (94.22%) use
a single BIMI logo. For example, IKEA, a multinational
company, employs a single logo across more than 50
domains, while the average domain count per common
name is 1.6.

The results reveal that the proposed methodology not
only achieves broad brand coverage despite the early
deployments of BIMI, but also captures the corresponding
domain names (e.g., PayPal and Rakuten each cover more
than 30 domain names). In the context of phishing, this
approach may help ensure a low false positive rate: when
ccTLDs or even defensively registered domain names
(provided the BIMI certificates cover them) are encoun-
tered, they will not be mistakenly classified as phishing
solely based on logo detection.

Finally, when comparing the raw counts of covered
brands and logos to prior methods (see Figure 1), the
proposed approach shows the same orders of magnitude
as the methods with the best coverage (i.e., Logo-2K+
and LogoDet-3K). However, further work is needed to
compare the coverage of brands and logos quantitatively.

6. Limitations

Despite its advantages for logo collection and brand
verification, BIMI has several inherent limitations. First,
the resulting dataset is intrinsically tied to the current
BIMI adoption rate. Thus, the repository represents only
the brands participating in BIMI, potentially excluding
many others. Nevertheless, as BIMI adoption is expected
to increase, the method should yield more comprehensive
data over time.

Second, our measurement methodology exclusively
considers the default BIMI selector. Consequently, if a
domain owner specifies its logo using a custom selector
without providing one for default, our approach fails
to detect the logo. For example, querying the DNS TXT
record of default._bimi.facebookmail.com returns
an empty response. However, using the fb2023q1v3 se-
lector instead of default returns an answer. Nevertheless,
this limitation (and certificate verification process) could
be overcome by fetching MCs directly from the CT logs.

Third, although MCs enhance verification, their op-
tional publication within BIMI introduces ambiguity re-
garding brand ownership and logo authenticity. To ensure
robustness, we exclude organizations that do not publish
these certificates, thereby sacrificing coverage.

Fourth, the BIMI specification dictates the publication
of a single logo per certificate, optimized for email display.
This contrasts with typical logo datasets that often re-
quire multiple variations (e.g., different resolutions, color
schemes, or styles) to support diverse applications. Con-
sequently, the BIMI-derived dataset may lack the breadth
and diversity needed for certain logo analysis tasks. Nev-
ertheless, the present logo dataset could still serve as a
resource for data augmentation.

7. Conclusion and Future Work

In this paper, we have presented an original rigorous
methodology for collecting brand logos using BIMI. Our



final dataset consists of 1,680 brands, 1,811 logos, and
2,821 corresponding domain names. Even if the number of
the collected logos may appear as relatively small, we can
observe that most of phishing attacks target the considered
brands. In fact, the incentive to impersonate a widely-
known brand, able to afford an MC, is often higher than
for little-known brands.

While BIMI is an adequate way for brand logo re-
trieval, we are aware of its several limitations, including
its dependence on the degree of adoption, the optional
nature of the mark certificate publication, and the single-
logo constraint.

In future work, we plan to conduct a comprehensive
evaluation of our findings, including a detailed analysis
of the added value of our approach to phishing detection,
which will involve enhancing existing datasets of logos
and organization names (i.e., potential phishing targets)
and assessing both the domain name coverage and the
overall accuracy of logo-based phishing detection meth-
ods, such as Phishpedia.
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Appendix

Ethical Considerations and Reproducibility

Our research uses active network measurements while
adhering to industry best practices [30]–[32]. We random-
ize our input list of domain names to distribute the load
across various authoritative nameservers and over time.
Additionally, we query the Google’s public resolver that
functions as a caching resolver. As a result, some of our
requests are likely to be served from its internal cache.

We make the mapping between organization names,
domain names, and their corresponding logos publicly
available at https://github.com/josef0x/LogoTrust.
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(a) Cluster constructed using SHA256 hashes

(b) Cluster built using pHash

Figure 3: Two examples of clusters

Figure 4: Example of a cluster with false positives

(a) Apple
(b) Microsoft

(c) Meta (d) Paypal

Figure 5: Cases of impersonation targeting Apple, Mi-
crosoft, Meta, and Paypal using their logos
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