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Public registration information on domain names, such as the accredited registrar, the domain name expiration date, or the abuse contact is crucial for many security tasks, from automated abuse
notifications to botnet or phishing detection and classification systems. Various domain registration data is usually accessible through the WHOIS or RDAP protocols—a priori they provide the
same data but use distinct formats and communication protocols. We examine the core assumption that WHOIS and RDAP offer the same data and that users can query them interchangeably.
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Results Nameservers and Emails Mismatches

Inclusion. A C B or A O B: one set is a subset

Missing rate (domain) Domain inconsistency

Domain mismatches Nameservers Emails®

Nameserver 6.6% 573,790 (1%) _ of the other one.

ANA ID 13.7% 106,83 (0.2%) Inclusion 224833 145 M Intersection. No inclusion but AN B # (): A
Creation Date 2.2% 3,138,024 (5.7%) Intersection 23,934 0.23 M and B do not match but they have at least one
Expiration Date 2.7% 2,424,951 (4.4%) oy

S— D t 343,994 2 M .
Emails 14.8% 18,058,821 (34.5%) e common server
* After removing the local part of the address. Disjoint. AN B = (): A and B do not have
common nameservers.
Mismatching Dates Conclusion

Our analysis of 164 million entries from 55 million domains highlighted that even if the majority of the information available
through WHOIS and RDAP stays consistent across servers and protocols, 7.6% of all studied domains had mismatching
entries.

Cumulative distribution of creation and expiration
date mismatches

The additional analysis highlighted that these mismatches vary a lot in form, severity, and the number of the concerned
domains but also underlines that for the fields where we could determine which entry is right by collecting data from another

— Expiratiop source, RDAP entries are right in 78% of the cases when mismatching with a WHOIS entry.
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